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1. Introduction

Data protection law is technology neutral and does not specify which kind of software or infra-
structure an organisation is required to use for the processing of personal data. This freedom
of choice is a strength for each organisation and the organisation is free to choose both the
business model and the technology that the organisation itself finds is best suited to the task.
At the same time, however, this can be seen as if there is a lack of clear ‘yes’ or ‘no’ answers
to whether — and if so how — a given solution can legally be used in compliance with data
protection law.

One of the technologies which for several years has given rise to questions has been the use
of cloud. This is due, among other things, to the fact that cloud services have become widely
adopted by the market and that in many areas of business, cloud is the primarily used IT
service delivery model.

This guidance is targeted primarily at organisations that would like to start using one or more
cloud services(s) and attempts to address the relevant elements of data protection law that
you as the controller should consider when you intend to use cloud service(s). However, many
of the issues addressed in this guidance apply equally to most other IT service delivery models.

The Danish Data Protection Agency (“the DDPA”) also recognises that a large number of cloud
services are usually provided as standardised services where each organisation as a customer
has limited possibilities to tailor the service in question to the organisation’s individual needs
and requirements. Parts of the guide are therefore simultaneously mutatis mutandis addressed
to cloud service providers (“CSP”) who can learn more about how they can provide their ser-
vices in accordance with data protection law.

This guidance contains elements from other guidance published by the DDPA. This includes
in particular the DDPA’s guidance on transfers of personal data to third countries and the
DDPA’s guidance on the auditing of data processors, which can both be found on the DDPA’s
website (in Danish).

Additionally, the European Data Protection Board’s (‘EDPB’s”) recommendations for supple-
mentary measures! and the guidelines on the interplay between Article 3 and Chapter 5 of the
GDPR? also provide guidance on issues which frequently need to be assessed when using
cloud services.

The use of cloud services does not introduce any new issues in relation to data protection law
than other IT service delivery models. However, there are certain elements of data protection
law which you must pay special attention to when using cloud services. These include (i) the
use of processors and sub-processors, (ii) security of processing, and (iii) transfers of personal
data to third countries.

This guidance does not aim to add anything new to the definition of cloud services and does
not address the business incentives to use cloud services or lack thereof. Further information
on these topics can be found in the Danish Agency for Digitalisation’s guidance on the “Use of
Cloud Services” (in Danish).

1 EDPB’s Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level of
protection of personal data

2 EDPB Guidelines 05/2021 on the Interplay between the application of Article 3 and the provisions on international transfers
as per Chapter V of the GDPR
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2. What is cloud?

The term “cloud” is generally used to describe a model for providing standardised computer
system resources, typically on larger decentralised collections of servers, accessed via the
internet.

Cloud can be provided as a service or a collection of services. It may be a simple service which
handles specific requests with one or more given parameters — in other words “pure computa-
tional power” — or more complex services in the form of complete applications.

“Cloud services” is thus a generic term for a wide range of different services. Cloud services
can be both highly specialised services tailored to the individual organisation’s needs and fully
standardised products used by many customers.

Cloud services can assume many forms and hybrids in both scope of the service and the
allocation of tasks and responsibilities between the CSP and the customer. It can therefore
often be difficult to get a complete overview of the IT service delivery model used to deliver the
services. For instance, the CSP can have a specific task performed by sub-suppliers on the
basis of a specific contractual basis with these suppliers. This is the predominant cause of the
complex data protection issues associated with the use of cloud services.

A typical characteristic of cloud services is that you as a customer are solely in control over
the type of and amount of resources, e.g. storage, processing power, and network topography
you require delivered. On the other hand, you are generally not in control over the specific
resources provided by the CSP or where those resources are provided. Typically, you can only
specify or delimit the location of a resource at a higher level, e.g. for a particular continent or
country.

Cloud service models typically describe the content of the resources provided and are often
referred to as “xx as a Service”.
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Types of cloud services

Infrastructure as a Service (laaS). laaS is the most basic of the three service models.
With laaS the customer has access to clean infrastructure which includes basic re-
sources such as processing power, storage, and network. To use the infrastructure,
the customer must install and operate all software, both operating systems and appli-
cations. Thus, the customer has both control and responsibility for establishing, secur-
ing and operating the operating environment, including operating systems, networks,
and data storage along with the customer’s implemented business applications.

Platform as a Service (PaaS). With PaaS the customer has access to an infrastruc-
ture with, among other things, databases, operating systems and core APIs, serviced
by the supplier. This infrastructure can be used to implement self-developed or pur-
chased applications. The customer typically has control over and responsibility for the
implemented applications and often also the configuration for the application’s operat-
ing environment. Control over and responsibility for the underlying infrastructure and
operating systems is usually left to the CSP. PaaS may also include standardised tools
which provide advanced features such as algorithms for big data analysis, artificial
intelligence and Al chatbots. The customer will typically use their own applications in
interaction with the services included in the platform. As the CSP installs operating
systems and services on the infrastructure and also has the responsibility for main-
taining them, the customer will typically have no operational responsibility for anything
besides the customer’s own business applications.

Software as a Service (SaaS). With SaaS the customer has access to the supplier's
fully developed, cloud-based business applications. SaaS can be provided by pur-
chasing existing solutions or through a comprehensive procurement of the develop-
ment and operation of a new solution. Typically, the CSP has full responsibility for the
operation and maintenance of the overall solution. The customer has few or no options
to customise the solution. This is particularly important if the SaaS solution is to be
integrated into an environment of existing systems as adaptations to a SaaS solution
may be difficult. In SaaS solutions the CSP is responsible for the operation and mainte-
nance of the solution.

The choice of service model naturally influences the assessments with respect to data protec-
tion law that you need to make prior to using the service. The more tasks that are entrusted to
the CSP, the more you as the controller must ensure that the CSP performs these tasks in
compliance with data protection law including inter alia that the CSP ensures the necessary
level of security of processing and supplier management. It is you who, prior to the use of a
cloud service, must verify and document that the CSP can provide sufficient guarantees that
the GDPR will be complied with regards to the processing operations to be carried out by the
Csp.2

Cloud services can be delivered in several ways with differences in the physical servers and
networks from which the services are provided and in the extent to which these resources are
shared with other customers. The delivery models are called private, shared, public and hybrid.

Types of cloud delivery models

Private cloud. The cloud service is for exclusive use by and within a single organisa-
tion. It may be owned, managed and operated by the organisation itself, a third party

3 See Atrticles 28(1) and 24 GDPR.
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or a combination thereof and may be established within or outside the organisation’s
own premises.

Shared cloud. The cloud service is for the exclusive use of a well-defined group of
organisations. It may be owned, managed and operated by one or more of the organ-
isations in the community, a third party or a combination thereof and may be estab-
lished within or outside the organisations’ own premises. A shared cloud service typi-
cally corresponds to the common needs of the participating organisations. At the same
time, the governance structures (agreements and governance mechanisms) of a
shared cloud service will typically give each organisation a greater influence on gov-
ernance and development of the service than in a publicly available cloud service.

Public cloud. The cloud service is typically offered on general commercial terms. It
may be owned, managed and operated by a company, an academic or a governmental
organisation, or a combination thereof. It is established within the CSP’s premises and
the CSP determines the policies for the service. The publicly available cloud services
typically offer the highest capacity, flexibility, and the widest range of services and the
fastest development of new services.

Hybrid cloud. The cloud service is a combination of two or more different cloud ser-
vices (private, shared or public). Each cloud service remains a unique service, but are
connected in a way that allows for exchange of data and applications between each
service (e.g. for load balancing). A hybrid cloud service is not equal to having multiple
individual and uncoordinated cloud services.

The different service and delivery models therefore differ significantly in terms of services,
allocation of responsibilities, safety profiles and technical complexity for the customer as well
as management requirements. Notwithstanding these differences in service and delivery mod-
els, “cloud” is generally characterised by the fact that the resources are not supplied as a
product with a lifetime, but as services with a quality criteria which the CSP is responsible for
fulfilling.

As the controller you must ensure that all the data protection elements which you consider
necessary to impose on and have to possibility to enforce against the CSP are addressed and
included in the main agreement and the data protection agreement with the CSP.

Examples of such elements could be:

e Specific predefined security measures e.g. measures concerning management of
privileged user access and access to personal data;

e The use of sub-processors including in third countries;

e Audits of the CSP and its sub-processors

e Ensuring and documenting that the CSP does not process personal data for other
purposes;
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A large number of data protection issues arising from the use of cloud are caused by a lack of
transparency in how the cloud service is provided in its entirety. Issues may also arise from
the fact that contract terms under which cloud services are provided are the CSP’s standard-
ised terms of service which cannot be modified to reflect the individual requirements of the
controller.

However, processing of personal data by cloud services under a CSP’s standard terms of
service may well be carried out in compliance with the GDPR. It is, however, your responsibility
as the controller to be assured that the processing takes place in compliance with the GDPR
and to always be able to demonstrate compliance with the GDPR to the DDPA.

When assessing whether the use of cloud services occurs in compliance with data protection
law, the DDPA will attach importance to:

e Your ability to account for your processing activities including data flows;

e Your assessment and documentation of the CSP’s ability to ensure that the pro-
cessing is carried out in compliance with data protection law;

e The wording and transparency of the contract;

e Whether the data processing agreement reflects your requirements with respect to
the processing activity for which the CSP is engaged

e Your audits and follow-up of any deviations from the agreement
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3.

3.1

Elements of data protection when us-
Ing cloud services

As mentioned, data protection law is technology neutral. Therefore, you — as the controller —
have full freedom of choice as to which services best meet your business needs.

The DDPA recognises that there may be benefits for organisations in outsourcing their IT in-
frastructure to a CSP who is specialised in providing infrastructure services. Equally, the DDPA
recognises the possibilities of the variety of cloud services which may meet multiple business
needs of many organisations. Finally, the DDPA also recognises the developments within the
market which mean that many services are provided almost exclusively through the use of a
cloud-based IT service delivery model.

However, it should be noted that commercial considerations generally carry little weight in the
DDPA’s assessment of whether a processing activity is done in compliance with data protec-
tion law. Consequently, the setup of an IT system or service cannot justify non-compliance
with data protection law.

Below you will find a roadmap to assist you with your assessment of cloud services and CSPs
in relation to data protection law.

Know your services

A basic prerequisite for the lawful processing of personal data is that you are cognisant of and
have identified (i) what personal data you are processing, (ii) for what purpose(s) and (iii) how
the data are processed.

Based on this mapping, you are able to assess whether the processing activity can take place
in compliance with data protection law or if the processing activity, alternatively, should be
adjusted accordingly.

You must document these assessments which include in particular the requirements of Chap-
ters 1l through V of the GDPR and always be able to demonstrate compliance with the law to
the DDPA.

The main principle of accountability and the ability to document your compliance? is an essen-
tial part of data protection law. Your documentation must reflect your considerations and
choices — and opt-outs — that you have made with regard to data protection law and is used,
among other things, to demonstrate before the DDPA that you — with respect to the specific
processing activity — at relevant points in time have assessed the risks to data subjects’ rights
and have taken the necessary measures to mitigate these risks.

4 See Atrticles 24 and 5(2) GDPR.
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3.1.1 Risk assessment concerning data protection
Knowing your processing activity is the basic prerequisite for assessing the risks to the rights
and freedoms of the data subject posed by the processing and implementing technical and
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organisational measures to ensure that these risks are mitigated and that the processing ac-
tivity is lawful.

In other words, you have to carry out a risk assessment concerning data protection pursuant
to the provisions on the responsibility of the controller and on data protection by design and by
default.® This risk assessment should not be confused with the risk assessment concerning
security of processing which is discussed in detail in section 3.1.2 below.

For instance, when processing personal data using an IT system there may be a risk of col-
lecting more personal data than necessary for the pursued purpose or a risk that the data
subject will not receive the information required pursuant to the controller’s notification obliga-
tion. The provision on data protection by design and by default require you to implement tech-
nical and organisational measures to mitigate such risks.

Your risk assessment concerning data protection must be carried out on the basis of the in-
tended processing activity as a whole. If the processing activity is supported by an IT system,
the system and its layout shall also be included in the assessment.

However, as mentioned above, cloud services are characterised by the fact that they are pro-
vided as standardised solutions where there is no or only limited possibilities for you as the
controller to tailor to the service delivery model or applications to your requirements. Therefore,
there may be limited possibilities to implement the necessary technical measures required to
address any potential data protection risks or — alternatively — to modify the system in such a
way that the identified risk is completely eliminated.

This means that there may be — based on your risk assessment concerning data protection —
cloud services which you will need to opt out of if there no possibility to implement the technical
measures that you consider necessary.

This will most often be the case for SaaS-solutions as the control over the solution in these
cases mostly lies with the CSP. It may, however, also be the case for PaaS and laaS solutions.

Before initiating or substantially altering a processing activity, you must carry
out a risk assessment concerning data protection. Based on this risk assess-
ment, you can assess whether the intended cloud service can support your pro-
cessing activity without leading to higher risks for data subjects.

With respect to using cloud services, it is particularly relevant to assess inter alia the following,
if possible, in cooperation with the CSP where appropriate:

e Does the CSP process any additional personal data than the personal data entrusted
to the CSP by you? This may e.g. include collection of metadata or other service data.
If this is the case, you will need to assess who is the controller for the processing of
this personal data etc.

e Does the CSP process the personal data entrusted to the CSP for its own purposes?
If this is the case, you will need to assess whether the personal data can be disclosed
to the CSP and on which legal basis.

3.1.2 Risk assessment concerning security of processing

For any processing activity you must — most often together with your data processor (in this
case the CSP) — establish an appropriate level of security of processing.

5 See Atrticles 24 and 25 GDPR. A detailed examination of this can be found in the DDPA’s guidance on security of pro-
cessing and data protection by design and default (in Danish).
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As a prerequisite for establishing and maintaining an appropriate level of security of pro-
cessing, you must assess the risks to the rights and freedoms of data subjects. In other words,
you must carry out a risk assessment.

The DDPA recognises that this may be a difficult task for the individual controller. Neverthe-
less, an overview of the threats to the data subjects’ rights and freedoms which you need to
protect against is a basic prerequisite for establishing an appropriate level of security.

Like any other use of processors the use of CSPs has the implication that it is no longer you
as the controller but rather the CSP who is tasked with implementing the required security
measures in practise. Additionally, it is customary for CSPs to have established a certain level
of security of processing already when the CSP starts providing one or more services in the
market. Your task as the data controller is therefore, with the assistance of the CSP, where
appropriate, to:

o |dentify which level of security of processing the CSP has established including by
reviewing the CSP’s documentation and, where appropriate, through an in-depth dia-
logue with the CSP;

¢ Review whether this level of security of processing corresponds to the level that you
as the controller — on the basis of your own risk assessment — consider appropriate;

The DDPA recognises that many CSPs will have appropriate — or even beyond appropriate —
level of security of processing for the majority of processing activities entrusted to the CSP by
its customers. Your task as the controller is therefore often “just” to verify that this is the case
and to document your assessment.

However, there may be cases where you have a special processing activity which includes
e.g. the processing of health data to on a large scale where you consider that additional
measures beyond those already implemented by the CSP are necessary. In this case, you
must ensure that you are entitled under the contract(s) with the CSP to request the CSP to
implement these additional security measures that you consider necessary.

Additionally, you should also pay attention to the allocation of tasks and responsibilities be-
tween you and the CSP with regards to your processing activity. If the processing activity has
previously been carried out by you alone, engaging a CSP is likely to require you to revisit your
risk assessment and existing security measures as the use of a data processor is likely to alter
the risk landscape for your processing activity. Consequently, it is likely that you must review
your existing security measures as a result of the changed allocation of tasks and responsibil-
ities between you and the CSP including e.g. controls concerning privileged access manage-
ment, change control etc.

6 EDPB’s guidelines 05/2021 on the interplay between the application of Article 3 and the provisions on international trans-
fers as per Chapter V of the GDPR.
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3.2

3.2.1

Know your supplier

When using cloud services the CSP will usually process personal data on your behalf as a
processor. As such, the CSP may only process personal data on your instructions.

For this reason you are required to conclude a data processing agreement with the CSP. The
agreement must meet a number of minimum requirements and must include inter alia your
instructions to the CSP and the agreement must, in general, establish the framework for the
CSP’s processing of personal data on your behalf. For more details on the conclusion of data
processing agreements see section 3.2.2 below.

Screening of supplier(s)
Generally you have full freedom of choice with regard to which CSP you wish to engage for
the processing of personal data.

This freedom of choice is limited only by the fact that you may only use a CSP who can provide
sufficient guarantees that the CSP will comply with data protection law when processing per-
sonal data on your behalf.”

This entails that you must perform a screening of the potential CSP(s) in advance to assess
whether the CSP will be able to meet the data protection requirements that you consider ap-
propriate for your processing activity.

In the opinion of the DDPA, this screening can advantageously be based on the data pro-
cessing agreement that you intend to enter into with the CSP. This may include inter alia the
DDPA'’s standard data protection clauses, the EU Commission’s data protection clauses® or
the CSP’s own data processing agreement.

For the purposes of your screening you should have the following questions answered by the
CSP; either through a dialogue with the CSP or by reviewing the CSP’s documentation:

a) Is the CSP — pursuant to the data processing agreement — under an obligation to
process personal data only on your documented instructions or does the CSP reserve
the right to process personal data for its own purposes?

b) Does the CSP have policies and procedures in place to ensure that its employees
have committed themselves to confidentiality or are subject to other appropriate ob-
ligations of confidentiality, and can the CSP demonstrate compliance with these?

¢) Has the CSP - taking into account the allocation of responsibilities between you and
the CSP — established an appropriate level of security of processing with respect to
processing activity with which the CSP has been entrusted?

d) Does the CSP have a procedure for screening any sub-processors in order to ensure
that the sub-processors will also be able to comply with the data protection require-
ments imposed on the CSP by you and, if in the affirmative, does the procedure in-
clude dissemination of the sub-processors' documentation to you?

e) Does the procedure referenced above include a deadline for the CSP’s submission
of documentation of the CSP’s screening of sub-processors and is the deadline in

7 See Atrticle 28(1) GDPR.

8 On 4 June 2021, pursuant to Article 28(7) GDPR, the EU Commission published a set of standard contractual clauses which
are similar in nature to the DDPA’s standard data protection clauses. Learn more here: https://www.datatilsynet.dk/presse-og-
nyheder/nyhedsarkiv/2021/okt/databehandleraftale-skal-jeg-bruge-dansk-skabelon-eller-eu-standardkontraktbestemmelser (in
Danish)
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line with the deadline for notifying you of the use of new sub-processors or of changes
to the current sub-processors?

f) Does the sub-processor agreement (if any) reflect the same requirements that will be
imposed upon the CSP by you as the data controller?

g) Does the CSP have a complete overview of the sub-processors that the CSP has
engaged for the provision of its services including in which countries, especially out-
side the EU/EEA, these sub-processors are located, and from which countries the
CSP and any sub-processors can access the personal data? If so, has the CSP es-
tablished a transfer tool that is effective in view of the processing activity you have
entrusted to the CSP?

h) Having regard to the entrusted processing activity, does the CSP have procedures in
place to assist you in handling requests from data subjects under Chapter Il of the
GDPR?

i) Does the CSP have procedures in place for handling personal data breaches and do
these procedures include the CSP’s assistance to you with your obligation to notify
personal data breaches to the DDPA?

j) Can the CSP delete or return the personal data at the end of the processing opera-
tion?°

k) Does the CSP have a procedure in place to assist you in your audits of the CSP or
for carrying out audits by independent third parties such as auditors?

For some of the abovementioned items, there are a number of specific factors you must pay
special attention to when reviewing the CSP’s documentation or in your dialogue with the CSP.

In particular on point (a)

The CSP may (with regard to the processed personal data) only act in accordance with the
instructions given by you as the controller. Therefore, the CSP may not, as a general rule,
process the personal data entrusted to the CSP for the CSP’s own purposes, unless required
to do so by EU or Member State law to which the CSP is subject.

If a CSP processes personal data for the CSP’s own purposes without authorisation from you
as the controller, it will (i) constitute a personal data breach for the controller and (ii) the CSP
will be considered to be a controller in respect of that processing activity.

In the opinion of the DDPA, a CSP’s processing of personal data for the provider’s own pur-
pose(s) shall be regarded as a disclosure of personal data to the CSP which requires a legal
basis.

If you wish to authorise the CSP to process personal data for the provider's own purpose(s) or
wish to engage a CSP who reserves the right to process personal data entrusted to the pro-
vider for its own purposes, note the following:

a) The purposes for which the CSP wants to process the personal data must not be
incompatible with the purpose(s) for which you have originally collected the personal
data;

b) You must identify a legal basis for disclosing the personal data to the CSP for the
purposes of the provider's own processing activities. Additionally, the CSP must also
identify a legal basis for its processing;

Further, the DDPA notes that in cases where the CSP generally reserves the right to process
personal data entrusted to the CSP for its own purposes, all personal data entrusted to the
CSP shall be considered disclosed to the CSP — and not only the personal data which the CSP
actually decides to process for its own purposes. This is because, in the case of such a general
reservation, the CSP, in fact, has control over all the personal data entrusted to it and deter-

9 There may inter alia be circumstances related to the use of shared hardware by the CSP which entail that the supplier is
unable to ensure the effective deletion of the data, and the CSP may be subject to third country law under which the supplier is
not entitled to erase the data. It should be noted that compliance with the legislation of third countries cannot justify a derogation
from the obligation to delete.
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mines which personal data the CSP wishes to process. Therefore, the CSP must be consid-
ered as the controller for all the data including the personal data which the CSP decides not
to process for the provider's own purpose(s).

In addition, as the controller you must — in the view of the DDPA — ensure'® to a certain extent
that the recipient to whom personal data is disclosed has a legal basis for the processing of
this personal data.

If you are aware or become aware that it is unlikely that the CSP will have a legal basis for the
provider’'s processing of the personal data for its own purposes, it will not be lawful for you to
disclose the data to the CSP.

Therefore, you should carefully review the data processing agreement that you intend to enter
into with the CSP to determine whether — and if so to what extent — the CSP intends to process
the personal data entrusted to the CSP for its own purposes.

In particular on point (d)

As mentioned above, pursuant to the GDPR you may only engage a processor who can pro-
vide sufficient guarantees that the processor will comply with data protection law when pro-
cessing personal data. This obligation is not limited to the primary data processor that you
engage. In addition to the CSP itself, you must ensure that any use of sub-processors by the
CSP will also be done in such a way that the processing complies with data protection law.

In essence, the rights and freedoms of the data subject must enjoy a consistent level of pro-
tection throughout the supply chain and the level of protection must not be lowered by the fact
that the processing activity is entrusted to a sub-processor.

In practice, it is natural that the CSP screens any sub-processors engaged by the CSP to
ensure that the sub-processors can also comply with data protection law. However, the results
of these screenings must be available to you as the controller as part of the CSP’s documen-
tation or be provided to you upon request in order for you to verify these screenings.

10 Pursuant to the principle of lawfulness in Article 5(1)(a) GDPR.
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3.2.2

You should also be aware of this requirement when the CSP replaces any sub-processors.
Therefore, the CSP’s procedures for the screening of sub-processors should also include the
submission of sub-processors’ documentation to you together with the CSP’s potential re-
quests for a specific authorisation for the use of a new or another sub-processor or when the
CSP notifies you of the intended use of a new or another processor (in cases where the CSP
has a general authorisation).

In particular on point (f)

It is also a requirement under the GDPR that the CSP imposes the same obligations on its
sub-processors, if any, as are imposed on the CSP itself under the data processing agreement
concluded between the CSP and you as the controller.

This is usually done through the conclusion of sub-processing agreements between the CSP
and any sub-processors.

It is not required that the sub-processing agreement is identical in wording to the data pro-
cessing agreement that you intend to enter into with the CSP. On the contrary, the sub-pro-
cessing agreement must be seen in light of the specific processing activities entrusted to the
sub-processor. However, the sub-processor must in essence be subject to the same data pro-
tection obligations as the CSP will be subject to.

By way of example, if the CSP, pursuant to its data processing agreement, is under an obliga-
tion to request your prior specific authorisation for or (in the case of a general authorisation) to
notify of the replacement of a sub-processor with 6 months’ notice, it is insufficient if the sub-
processor, pursuant to the agreement between the CSP and the sub-processor, is required to
notify the CSP only with 30 days’ notice.

In particular on point (g)
A CSP commonly relies on a number of sub-processors for the provision of its service(s).

As the controller you need to have a complete overview of which processors — beyond the
CSP itself — you engage for the processing of personal data. You need to map all the sub-
processors engaged by the CSP and any further sub-processors that may be found in the
supply chain.

This is because you, as the controller, must be able to demonstrate that all processors — the
CSP and any sub-processors — can provide sufficient guarantees that the processing of per-
sonal data will take place in compliance with data protection law.

This is also due to the fact that personal data may only be transferred to countries outside the
EU/EEA on documented instructions from you as the controller. You must therefore actively
consider whether you wish to instruct the CSP to transfer personal data to any sub-processors
used by the CSP and located in third countries. See section 3.4 below for further details.

Conclusion of a data processing agreement

When using a CSP you are normally the controller with respect to the personal data while the
CSP is a processor. Accordingly, a data processing agreement must be concluded between
you and the CSP.

Pursuant to the GPDR, a valid a data processing agreement must meet a number of minimum
requirements. In particular, the data processing agreement must be in writing, including in
electronic form.

A data processing agreement shall inter alia set out the subject-matter and duration of the
processing, the nature and purpose of the processing, the type of personal data and the cate-
gories of data subjects and the obligations and rights of the data controller and the data pro-
cessor’s duties in relation to the processing activity.

For further details on data processing agreements and the minimum requirements, please
refer to the_ DDPA’s guidance on controllers and processors, the DDPA’s standard data pro-
cessor agreement approved by the European Data Protection Board (in Danish) and the EU
Commission’s standard clauses pursuant to Article 28(7).
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3.3

3.3.1

3.3.2

Auditing the CSP and sub-processors

As the data controller, you have an obligation to audit your processors to ensure that they —
like yourself — process the personal data in compliance with data protection law. This also
applies when you entrust the processing to one or more CSPs.

The DDPA has issued general guidance on auditing data processors (in Danish), where you
can learn more about how and how often you should audit your processors. Below you will find
a brief description of the factors that you should take into account in your assessment of how
and how frequently you must audit your processor(s).

Intensity

Generally, the more that may go wrong with respect to the processing activity performed by
the processor (higher risk), the higher are the requirements for your audits of the processor.
When it comes to data protection, you should be aware that this assessment is not based on
your (as a company or as a public authority) possible incompliance with the law. Rather, your
assessment must be based on the risks to the data subjects such as employees, customers,
and citizens; what is the likelihood of something going wrong, and what the consequences are
if the scenario actually occurs.

As a rule of thumb, you can assume that the requirements for your audits of data processors
increase as:

e the processor processes more personal data;
e data becomes more confidential or sensitive;
e the processing becomes more intrusive;

Frequency

The more critical the processing is for the data subjects, the more intensive checks of the data
processor you will have to carry out. Consequently, it may in some cases be necessary to audit
the processor’s compliance with its obligations annually. Similarly, it may — depending on the
circumstances — be sufficient to audit the processor at a lower frequency if the risks to the data
subjects are low.

Factors which indicate a higher or lower frequency
Examples of factors that may indicate the necessity of a higher frequency of audits:

e The processor has in the past had difficulties complying with agreements (not
just the data processing agreement).

e The processor has experienced several serious security breaches, including
personal data breaches. Naturally, this presupposes that you are aware of
such breaches. However, in some cases you will become aware of breaches,
for instance when a breach causes interruptions to your service and you re-
guest an explanation for the interruption in your service, whereby the proces-
sor cannot hide the cause or severity of the breach. With respect to personal
data breaches, it is a legal requirement that the processor notifies you of such
breaches without undue delay.

e  Sub-processor(s) are often replaced.

e There are often acquisitions, changes of ownership, mergers, or significant
changes in the business strategy of the processor. You will often notice such
things as a customer. Change of ownership/mergers can at first appear insig-
nificant, especially if the data processing agreement is still in force, but they
may significantly alter a company’s strategy and, consequently, the com-
pany’s priorities with respect to security of processing. Change of ownership
may also in the transition period lead to a loss of focus on the protection of
certain parts of the IT environment both in relation to the administration of the
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3.3.3

3.4

environment and the physical movement, replacement, or discarding, of
equipment.

Examples of factors that may indicate a need for audits outside the ordinary frequency:

e Change of ownership, mergers, or radical changes in the strategy of the pro-
cessor.

e A pandemic changes the way in which work is carried out including the access
to personal data (more work from home and significant changes in the pre-
requisites for the use of the service).

Examples of factors that may indicate a need for a lower frequency of audits:

e Long experience with the processors (data processor and sub-processors)
which shows a stable service and no or few serious security breaches.

Specifically for cloud service providers

The DDPA recognises that CSPs usually — as part of their general information security man-
agement systems — have established procedures for carrying out audits and have audits car-
ried out by one or more independent third parties who draw up audit reports.

In this context, it will normally be sufficient for you to review the audit reports annually prepared
by the independent third parties engaged by the CSP.

However, it is important to be aware of the audit reports’ scope and whether the reports cover
the processing activities that you have entrusted to the CSP.

If this is not the case for the audit reports drawn up on the CSP’s own initiative, you must
ensure that you, pursuant to your agreements with the CSP, are entitled to require an audit
under a different scope and using other methods which will cover your processing activities.

Transfers to third countries

If you intend to use a CSP that is located in a country outside the EU/EEA — a so-called third
country — or uses one or more sub-processors located outside the EU/EEA, you must pay
special attention to a set of specific requirements. In this context, in July 2021, the DDPA
revised its guidance on transfers of personal data to third countries (in Danish) which elabo-
rates on those requirements in further detail.

When you intend to entrust one or more processing activities to a CSP you can with regards
to compliance with the specific requirements — the rules in Chapter V of the GDPR — advanta-
geously rely on the roadmap set out in the EDPB’s recommendations on supplementary
measures*®.

This means that you have to:

1) Identify your third country transfers

2) Identify or establish the relevant transfer tool that you are relying on;

3) Assess whether the Article 46 transfer tool you are relying on is effective in the light
of all the circumstances of the transfer and, if not,

4) Adopt supplementary measures;

5) Observe any procedural requirements; and

6) Re-evaluate transfers at appropriate intervals;

11 EDPB’s Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level of
protection of personal data
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In particular on point (1)

When you need to identify whether personal data will be transferred to third countries in con-
nection with your use of a CSP and, if so, which countries specifically, you can advantageously
rely on the mapping of where personal data is processed that you have carried out in the
context of your screening of that provider. See section 3.2.1 for further details on this mapping.

Your mapping shall inter alia discern whether personal data are processed by one or more
processors in third countries and whether personal data are or will be accessed by processors
in third countries. In the affirmative, you must enter into a data processing agreement instruct-
ing the CSP to transfer the personal data to these processors in the concerned third countries
and establish a valid transfer tool.

All transfers of personal data require a transfer tool. This applies to everything from the pro-
cessing of personal data in connection with service and support functions to the transfer of
personal data for the purposes of troubleshooting the CSP’s infrastructure.

It is not uncommon for CSPs’ documentation to include only a general list of all sub-processors
engaged by a CSP for the provision of its services. Therefore, if you only use some of the
cloud services offered by the CSP, not all listed sub-processors are necessarily relevant for
your processing activity. You can advantageously engage in dialogue with the CSP about
which specific sub-processors are relevant for the services that the CSP provides to you.

However, it is your responsibility as the controller to be able to document this before the DDPA.
If you are unable to engage in dialogue with the CSP or if your dialogue with the CSP does not
provide you with sufficient information to be able to document before the DDPA which specific
sub-processors are relevant for the services used by you, you must, in the view of the DDPA,
assume that all the sub-processors listed in the CSP’s general list are engaged for the provi-
sion of your cloud services.

In particular on point (2)

If the CSP or its processor(s) is/are located in one of the countries where the European Com-
mission has found that the third country ensures an adequate level of protection, you may
sufficiently refer to the adequacy decision of the European Commission as your transfer tool.

If the CSP or its processor(s) is/are not located in such a third country, you will most often
establish the required transfer tool by entering into standard contractual clauses adopted by
the European Commission with the CSP etc.

Where the CSP has engaged one or more sub-processors in third countries, the CSP will most
often already have entered into standard contractual clauses with that sub-processor, thereby
establishing the required transfer tool.

However, it remains for you as the controller to ensure — and to be able to document before
the DDPA — that a valid transfer tool to the third country in question has been established.!?

Standard contractual clauses

One of the most relied upon transfer tools are the European Commission’s standard
data protection clauses — also known as SCCs — which exist as a template to be com-
pleted and signed by the data exporter and the data importer. Both the European
Commission and the supervisory authorities have the possibility to adopt standard
contractual clauses, but so far only the European Commission has taken advantage
of this option.

12 See Article 44 GDPR which contains the general principle of transfer of personal data to third countries. It follows from that
provision that a transfer may take place only if, subject to the other provisions of the GDPR, the conditions set out in [Chapter
V] are fulfilled by the controller and the processor. (The DDPA’s emphasis).
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On 4 June 2021, the Commission adopted new SCCs for data transfers to third coun-
tries which consist of several modules to be selected appropriate to the situation. Since
27 June 2021 it has been possible to conclude SCCs in the following four situations:

e Module 1: Transfers from controller to controller

e Module 2: Transfers from controller to processor
e Module 3: Transfers from processor to processor
e Module 4: Transfers from processor to controller

You may conclude SCCs and rely on them as your transfer tool without prior approval
from the DDPA. However, you should always ensure that you as a data exporter have
applied the SCCs correctly and that you and the data importer are able to comply with
the obligations arising from the SCCs.

The new SCCs contain a so-called “docking clause” that allows for the continuous
replacement or addition of parties to the agreement which may be particularly relevant
for more complex processing activities.

Additionally, you may include the SCCs as part of a broader contract between you and
the data importer and add other clauses or additional safeguards, provided that they
do not contradict, directly or indirectly, the SCCs. For example, you may include
clauses on the application of supplementary measures without requiring approval from
the DDPA.

Any alteration of the wording of the SCCs will entail that the SCCs become a so-called
ad hoc clauses whose use requires prior approval from the DDPA.

In particular on points (3) and (4)

In July 2020, the Court of Justice of the European Union (“the CJEU”) ruled in the so-called
Schrems llI-judgment that a transfer based on appropriate safeguards such as the Commis-
sion’s SCCs must afford the data subjects a level of protection of their personal data essentially
equivalent to that guaranteed within the EU/EEA.

This means that you must assess if there are laws and/or practices in the relevant third country
or countries which may impinge on the effectiveness of the concluded SCCs. For instance,
this may be the case if there are laws and/or practices in the third country which allow for the
collection of or access to the transferred personal data by law enforcement authorities in a way
that does not meet European standards.

If this is the case, you have three options according to the EDPB’s recommendations.

You may (i) refrain from initiating the transfer or suspend the transfer, if ongoing, which in
practice is likely to entail not using the cloud service in question.

Alternatively, you may (ii) implement supplementary measures to ensure an essentially equiv-
alent level of protection to that guaranteed in the EU/EEA. To this effect, the EDPB has pub-
lished a set of recommendations detailing how to assess the level of data protection in a third
country and what supplementary measures you may implement if necessary.

If supplementary measures are necessary, you are likely required to implement technical
measures whereas contractual and organisational measures will often not be sufficient to ad-
dress the “problematic” legislation and/or practice.*®* However, this requirement is based on
the specific circumstances of the “problematic” legislation and/or practice. According to the
EDPB, combining diverse measures in a way that they support and build on each other may

13 EDPB’s Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level of
protection of personal data, paragraph 53.
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3.5

enhance the level of protection and may therefore contribute to reaching EU standards.'* How-
ever, the DDPA notes that in cases where “problematic” legislation and/or practice allows for
access to personal data by public authorities in third countries, in particular for surveillance
purposes, in a manner not compliant with EU standards, typically only supplementary technical
measures may impede or render such access ineffective.

It is not decisive whether you as the controller or the CSP implement the supplementary
measures provided that the measures are effective. However, there are types of supplemen-
tary measures, in particular implementation of effective encryption, which may be difficult for
the CSP to implement. This is, in particular, the case where the CSP itself will be in possession
of the encryption keys for which reason the encryption cannot be considered effective. In any
case, where the CSP can, in fact, implement supplementary measures, it remains your re-
sponsibility as the controller to ensure that the supplementary measures implemented by the
CSP are effective and, in combination with the relevant transfer tool, ensure an essentially
equivalent level of data protection to that in the EU/EEA.

Additionally, the DDPA recognises that assessing legislation and practices in a wide range of
third countries where a CSP and its (potential) sub-processors are located can be quite exten-
sive. In this respect, it is the opinion of the DDPA that you may take a “worst case scenario”
as the basis of your assessment i.e. base your assessment on the assumption that all the
concerned third countries have “problematic” legislation and/or practice and, on this basis,
assess in more detail which supplementary technical measures must be implemented to en-
sure an essentially equivalent level of protection to that in the EU/EEA.

Finally, you may (iii) decide to continue the transfer without being required to implement any
supplementary measures, if you consider that you have no reason to believe that the relevant
and “problematic” legislation will be applied, in practice, to your transferred data and/or CSP
including any sub-processors.

In this case, you must demonstrate and document in your assessment, where appropriate in
cooperation with the CSP, that the legislation and/or practices are not interpreted or applied to
the transferred data and/or the CSP.*5> However, it is insufficient as documentation to refer to
your own — or the CSP’s — subjective assessment that the transferred personal data is not of
interest, for instance to law enforcement authorities, if this statement is not supported by ob-
jective, trustworthy and accessible information e.g. from the concerned authorities.

Paragraphs (ii) and (iii) mentioned above are examined in section 3.5 below with respect to
the United States.

Cloud and the United States

In relation to the GDPR, the United States is considered a third country and Chapter V of the
GDPR must be complied with when transferring personal data to the US.

Since the CJEU’s judgment on 16 July 2020 in the so-called Schrems Il case, there is no
longer a valid adequacy decision by the European Commission which finds that the US pro-
vides an adequate level of protection. Therefore, in order to transfer personal data to the US
in connection with the use of cloud services, you must establish appropriate safeguards e.g.
enter into the SCCs with the CSP.

For a general overview of the Schrems ll-judgment and the impact of the judgment on the
transfers of personal data to the United States, see the DDPA’s news of the Schrems |l-judg-
ment (in Danish), the EDPB’s recommendations 02/2020 on the 4 essential guarantees and
recommendations 01/2020 on supplementary measures.

14 EDPB’s Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level of
protection of personal data, paragraph 52.

15 See EDPB Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level
of protection of personal data, paragraphs 43.3, 45-47, and Annex 3, for further details on the requirements for this assessment.
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In summary, in the case of the US, the CJEU considered that neither Section 702 of the For-
eign Intelligence Surveillance Act (FISA) nor Section E.O. 12 333, read in conjunction with the
Presidential Policy Directive-28 (PPD-28), meet the proportionality requirements of EU law,
with the result that surveillance programmes based on these provisions cannot be considered
to be limited to what is strictly necessary. Further, the CJEU found that FISA 702 or E.O.
12 333, read in conjunction with PDD-28, does not grant the (European) data subjects rights
actionable in the courts against the US authorities.

In other words this US legislation does not meet the proportionality requirements of EU law in
the case of interference with fundamental rights, and the (European) data subjects do not have
the right to an effective remedy, which are among the four essential European guarantees.

FISA 702 authorises the U.S. government to obtain information about “non-U.S. persons” that
can reasonably be expected to be located outside the US for the purpose of collecting “foreign
intelligence information”.*® This is done by issuing directives to electronic communications ser-
vice providers to provide or arrange for the provision of personal data processed by the sup-
plier.

CSPs are typically considered to be electronic communications service providers'’ and may
therefore be subject to such directives under FISA 702.

For “U.S. persons” (“USP”), the term is defined in 50 U.S.C. § 1801(i) as:

“A citizen of the United States, an alien lawfully admitted for permanent residence (as
defined in section 1101(a)(20) of title 8), an unincorporated association a substantial num-
ber of members of which are citizens of the United States or aliens lawfully admitted for
permanent residence, or a corporation which is incorporated in the United States, but does
not include a corporation or an association which is a foreign power, as defined in subsec-
tion (a)(1), (2), or (3).

In order to comply with the requirement only to collect information on non-USP’s “reasonably
believed to be located outside the United States”, the relevant U.S. law enforcement authorities
have developed targeting procedures.

Previous, declassified, targeting procedures show that when assessing the non-USP status of
the target, the authorities examine information from their own and other agencies’ datasets.
However, it also appears that, in the absence of specific information regarding (i) the status of
the target as a USP, (ii) whether the target is located outside the US, or (iii) in cases where the
target’s location is unknown, the authorities will presume that the target is a non-USP located
outside the US.18

As Danish organisations will typically process information concerning non-USPs, it is the
DDPA’s immediate view that the use of CSPs located in the US by Danish organisations will
normally fall within the scope of FISA 702 and thus be covered by so-called “problematic”
legislation.

Consequently, you have two options if you wish to continue to use the CSP in question and
transfer personal data to the US. You will have to either (i) implement supplementary to ad-
dress this problematic legislation, or (ii) assess whether that legislation will be applied, in prac-
tice, with regard to the personal data you intend to transfer to the CSP.

In particular on supplementary measures
As a US CSP will generally fall within the scope of FISA 702, your first option is to implement
supplementary measures in addition to the established transfer tool in the form of SCCs.

16 See 50 U.S.C. § 1881a.
17 As defined in 50 U.S.C. § 1881(b)(4).

18 NSA Targeting Procedures (2019): https://www.intel.gov/assets/documents/702%20Documents/declassi-
fied/2019 702 Cert NSA Targeting 17Sepl19 OCR.pdf
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In this context, you should note that contractual and organisational measures will generally not
render ineffective access to personal data by US law enforcement authorities for surveillance
purposes.*® It will therefore be necessary to implement supplementary technical measures.

The EDPB’s recommendations provide examples of supplementary technical measures you
can implement as well as relevant cases detailing the implementation of such measures.?

The DDPA notes that these cases are only examples. As the controller you are free to imple-
ment other supplementary technical measures provided that you can demonstrate that the
measures together with the transfer tool provide the data subject with an essentially equivalent
level of data protection to that in the EU/EEA.

Among the examples of supplementary technical measures that are relevant when using cloud
services are, in particular, encryption, pseudonymisation and so-called split processing.

If you use acloud service where the CSP needs to have access to the transferred
data in clear text, the EDPB cannot currently envisage supplementary technical
measures that will effectively ensure an essentially equivalent level of protec-
tion to that in the EU/EEA.

19 EDPB’s Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level of
protection of personal data, paragraph 53.

20 EDPB Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level of
protection of personal data, paragraphs 79-97.
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In particular on the practical application of the law

Alternatively, you may choose to transfer personal data to the US without implementing sup-
plementary measures if you “have no reason to believe that the relevant and problematic leg-
islation will be applied, in practice, to your transferred data or the organisation to whom you
are transferring the data.”*

As described above, CSPs in the US are typically considered to be electronic communications
service providers and the use of such CSPs by a Danish organisation will generally fall within
the scope of FISA 702.

The question then arises as to whether the specific data you wish to transfer will, in practice,
fall within the scope of FISA 702 etc.

Under the surveillance programmes authorised under FISA 702, information on the targeted
persons are collected by means of “selectors”. Often highlighted examples of “selectors” are
email addresses and telephone numbers.??

In addition, it follows from FISA 702 that the information which may be collected under the
provision must be “foreign intelligence information”?3, which is defined as:

“(1) information that relates to, and if concerning a United States person is necessary to, the ability
of the United States to protect against—

(A) actual or potential attack or other grave hostile acts of a foreign power or an agent of a
foreign power;

(B) sabotage, international terrorism, or the international proliferation of weapons of mass
destruction by a foreign power or an agent of a foreign power; or

(C) Clandestine intelligence activities by an intelligence service or network of a foreign
power or by an agent of a foreign power; or

(2) information with respect to a foreign power or foreign territory that relates to, and if concerning
a United States person is necessary to—

(A) the national defence or the security of the United States; or
(B) the conduct of the foreign affairs of the United States.”

Lastly, it follows from previous, declassified, targeting procedures with regard to “foreign intel-
ligence purpose” that the authorities “reasonably assess, based on the totality of the circum-
stances [whether] the target is expected to possess, receive and/or is likely to communicate
foreign intelligence information concerning a foreign power or territory”. This assessment shall

21 EDPB’s Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level of
protection of personal data, paragraph 43.3.

22 U.S. Privacy and Civil Liberties Oversight Board’s report on the Surveillance Program Operated Pursuant to Section 702 of
the Foreign Intelligence Surveillance Act, p. 7.

23 See 50 U.S.C. § 1801(e).
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be carried out by a specially trained staff member and shall be particularised and fact-based
and informed on the basis of factual circumstances.?

With regard to “selectors”, the DDPA has not been able to identify an exhaustive list of the
types of “selectors” used by US law enforcement authorities.

As for the definition of “foreign intelligence information”, the DDPA is of the view that the defi-
nition is broadly phrased, and a Danish organisation will generally — with few exceptions — not
have the necessary prerequisites to assess the extent to which one or more types of personal
data constitutes “foreign intelligence information”. Therefore, this factor does not, in the
DDPA’s view, in itself contribute to the determination of the types of personal data which will
be the subject of the surveillance programmes authorised under inter alia FISA 702.

Against this background, the DDPA is of the opinion that it will be difficult to document that the
specific types of personal data that you wish to transfer to CSPs in the US will not be subject
to the surveillance programmes authorised under inter alia FISA 702.

The DDPA does not exclude that there may be types of personal data which are not, in prac-
tice, subject to the surveillance programmes authorised under inter alia FISA 702. However,
the DDPA expects that any controller who wishes to transfer personal data to CSPs falling
within the scope of FISA 702 without implementing any supplementary technical measures
can demonstrate, on the basis of objective, reliable and accessible information, that the spe-
cific types of personal data are not, in practice, subject to the surveillance programmes author-
ised under FISA 702.%

You may include the CSP’s assessment in your documentation, but this assessment cannot
stand alone and must be supported by objective, trustworthy and accessible information.

It is therefore insufficient to refer as evidence to your own or the CSP’s subjective assessment
that the transferred personal data cannot be targeted via “selectors” or is of no interest to US
law enforcement authorities if that statement is not supported by objective, reliable, and ac-
cessible information, for instance from the authorities concerned.

Lastly, even if the specific personal data you wish to transfer effectively falls within the scope
of the surveillance programmes authorised under inter alia FISA 702, you may still — without
taking any additional action — transfer personal data to your CSP.

This presupposes, however, that your supplier, in practise, has not received any requests from
US law enforcement authorities in the past, or that the types of personal data that you intend
to transfer have not in any case fallen within the scope of such requests.

The DDPA notes that you must demonstrate that (i) the CSP is not prohibited from disclosing
the existence of previously received requests as well as their scope, including with regard to
the type of personal data covered by these requests.

It is also your responsibility as the controller to demonstrate that the types of personal data
that you intend to transfer have not previously been in scope of any previous requests received
by the CSP. This documentation must also be based on objective, reliable and accessible
information, and not only on your own subjective assessment.

24 NSA Targeting Procedures (2019): https://www.intel.gov/assets/documents/702%20Documents/declassi-
fied/2019 702_Cert NSA Targeting_17Sep19 OCR.pdf

25 EDPB Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level of
protection of personal data, paragraphs 44-46.
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3.6 Processing carried out within the EU/EEA by companies which may face
requests from authorities in third countries

In cases where a CSP processes personal data solely within the EU/EEA, including using only
sub-processors in the EU/EEA, you are, in principle, not required to comply with the rules in
Chapter V of the GDPR.

However, CSPs established in the EU/EEA may, for instance due to their group structure,
receive requests from law enforcement authorities in the third country where the CSPs’ parent
companies are established.

For instance, for CSPs whose parent company is established in the United States this could
be the case for requests under the US CLOUD Act.?®

It is not in itself unlawful to use a CSP whose parent company is subject to laws in its country
of establishment that give law enforcement authorities the competence to request information
held by other group members, including those in the EU/EEA.

For clarification of the issue see the example below cited from the DDPA’s guidance on trans-
fers to third countries.?’

In particular on disclosure of personal data upon request
from authorities of third countries

A processor may process personal data, including transfer the data to third countries,
only to the extent that the controller has instructed the processor to do so or where
required by EU or Member State law.

However, where a processor in the EU/EEA is also established in a third country, the
processor may in some cases receive requests from the authorities of that third coun-
try for the disclosure of personal data processed by the processor on behalf of the
controller.

If the processor elects to transfer personal data to the third country in contravention of
the controller’s instructions, the transfer shall be considered as “unintended” on part
of the controller, which means that the controller is not obligated to comply with the
provisions on transfers to third countries.

However, the controller must be aware of a number of issues in this regard:

e Firstly, the controller may only use processors that can provide sufficient
guarantees to comply with data protection law. In this context, the controller
should ask the processor to clearly indicate whether the processor is subject
to laws of third countries which — despite the controller’s instructions to the
contrary — may require the processor to disclose personal data processed in
the EU/EEA to authorities in third countries.

e Secondly, the controller must ensure the necessary security of processing,
including that the processor ensures the confidentiality of the processed per-
sonal data and does not make it accessible to unauthorised persons. In doing
so, the controller must carry out a risk assessment in order to assess which
measures the controller should implement to ensure such confidentiality.

26 The DDPA is aware that it has been argued that other US legislation, including FISA 702, is also considered to have an
extraterritorial effect in the same way as the US CLOUD Act. However, it is currently the opinion of the DDPA that it has not
been established in practice whether, and to what extent, FISA 702, among others, has an extraterritorial effect.

27 The DDPA'’s guidance on transfers to third countries, p. 11.
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e Thirdly, the controller must audit its processor. Where the controller becomes
aware that the processor is acting in breach of the data processing agreement
by transferring personal data to a third country in contravention of the control-
ler’s instructions of the controller, the controller shall take immediate action to
address this.

It should also be noted that where processor acts in breach of the controller’s instruc-
tions by transferring personal data to an authority in a third country and thus itself
determines the purposes and means of the processing, the processor is considered
to be a controller in respect of that processing.

As per item 2 in the above-mentioned example, the present issue is, in the opinion of the
DDPA, a matter of appropriate security of processing where you as the controller must ensure
inter alia the ongoing confidentiality of the data.

In this context, you should be aware that if your European CSP as your processor complies
with a request from law enforcement authorities in a third country, it is considered a personal
data breach on part of the controller as an unauthorised disclosure of personal data to the
concerned law enforcement authority will have occurred.

However, it should be stressed that this question of an appropriate level of security of pro-
cessing is limited only to cases where the use of the CSP does not otherwise involve any
intended transfers of personal data to third countries, including in relation to the provider's
servicing of its infrastructure, the provider’s provision of support of your cloud service, the pro-
vider’'s access to its infrastructure for the purposes of capacity planning etc.
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28 In the example, the DDPA has based its assessment criteria of the evaluation of both probability and severity on a scale of
1-5.
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